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What is a Honeypot? 

Definition: 
A honeypot is an information system resource 

 whose value lies in unauthorized  
or illicit use of that resource.    

Lance Spitzner 
Chris says:  

They are an interesting way to find out what  
is happening on your network. 



Poll 

Audience participation 

• Who is running a honeypot 



Legal Bits 

•  Is it Legal 

•  Or Entrapment 

 They come in uninvited, so anything left  
is fair game 

• IP addresses - to block 
•   
• Vulnerabilities - to patch 
•   
• Source code - to analyse 



Types of Honeypot 

Complex Ones 
•  Research 
•  Honeynets 
•  Real systems 
•  Risky 

Simple Ones 

•  Production networks 
•  Simulation system 
•  Reduced Risk 



Which O/S 

•  Windows 
–  Simple – install and run 
–  Compromise / take over 

•  *nix 
–  Complex install  

•  Get 
•  Tar 
•  Make 

–  Emulates Windows so less chance to compromise 



BOF - BackOfficer Friendly 

URL: http://www.nfr.com/products/bof/       If you can find it … 



HoneyBot 

http://www.atomicsoftwaresolutions.com/honeybot.php 



Nepenthes 

Janet said no... 

...But suggested Nepenthes 

Honeypot emulator, running under *nix 

apt get install nepenthes  

URL: http://www.zonums.com 



Nepenthes 



Report on captured Malware 

Logs 

Send it off to submit.norman for analysis 



Sandbox Report 



Findings 

Home 
• Lots of attacks, 350 / day 

University WAN 
• Fewer attacks – 50 / day - JANET 

University LAN 
• Smart tills 

Tippingpoint ? 



What's Next 

Dionaea 
URL: http://dionaea.carnivore.it/ 

Mwcollect 
URL: http://code.mwcollect.org/ 

Cuckoo 
URL: http://www.cuckoobox.org/index.php 

Carnivore 
URL http://src.carnivore.it/carniwwwhore/ 



Dionaea http://networkdefense.com.au/2010/06/12/first-experiences-with-dionaea/ 

1. Stuff from APT 
apt-get install libglib2.0-dev libssl-dev libcurl4-
openssl-dev libreadline-dev libsqlite3-dev python-
dev libtool automake autoconf build-essential 
subversion git-core flex bison pkg-config 
2. gettext / glib 
apt-get install gettext 
wget 
http://ftp.gnome.org/pub/gnome/sources/glib/2.20/
glib-2.20.4.tar.bz2 
tar xfj glib-2.20.4.tar.bz2 
rm glib-2.20.4.tar.bz2 
cd glib-2.20.4/ 
./configure --prefix=/opt/dionaea 
make 
make install 
cd .. 
3. liblcfg 
git clone git://git.carnivore.it/liblcfg.git liblcfg 
cd liblcfg/code 
autoreconf -vi 
./configure --prefix=/opt/dionaea 
make install 
cd /usr/local/src 

4. libemu 
git clone git://git.carnivore.it/libemu.git libemu 
cd libemu 
autoreconf -vi 
./configure --prefix=/opt/dionaea 
make install 
cd .. 
5. libnl (optional) 
git clone git://git.kernel.org/pub/scm/libs/netlink/
libnl.git 
cd libnl 
autoreconf -vi 
export LDFLAGS=-Wl,-rpath,/opt/dionaea/lib 
./configure --prefix=/opt/dionaea 
make 
make install 
cd .. 
6. libev 
wget 
http://dist.schmorp.de/libev/Attic/libev-3.9.tar.gz 
tar xfz libev-3.9.tar.gz 
rm libev-3.9.tar.gz 
cd libev-3.9 
./configure --prefix=/opt/dionaea 
make install 
cd .. 



 Dionaea Logs - View the ‘opens’ 



 Dionaea – Binaries collected 



Thoughts... 

•  Virtual Machines - Standard now? 
•    
•  Anyone converted ? 
•  Thinking 
•  Will do 
•  Will NOT do - Security / other  

Links 

http://dionaea.carnivore.it/ 


