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‘Networks face multiple challenges
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SR Expensive Activity!
S ard problem if high data rate network

S LOE measured

7-r— -Where to measure
—  —What to measure

‘o Commercial or Proprietary Solutions
® Storage and Dissemination
¢ Use to Maximum Benefit
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J JnJ-a Standing NEtWork performance
2 )us ostlcs
2 Pl nmg Upgrades
ESEPredicting Application Performance
"%3“’Ident|fy|ng Applications
“8" [dentifying Attacks and Abuse
e Security
¢ Jdentifying SPAM Relays and BotNets
Ofenceaekraresdéf active) collects
its own data.
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&=Port Number not always valid
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= Deep Packet analysis not usable due to
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~ high data rates or encryption.
o Using the Packet Size Distribution as a
“fingerprint”.
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= atlstlcal approach
5 — Doesnt require every packet to be captured
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BNIEE Case Based Reasoning
— BU gd d profile™ for each user group

Filias sacceptable” applications at the
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—={¥ Use CBR to identify known usage
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Predictor
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"'iIIegaI activity’ inside the network
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| ”Sometlmes Necessary.

= B sSome prevention best done here

= Use statistical traffic summaries of headers to
= |dent|fy anomalies using Data Mining
® Processing Overhead
® High Throughput
® \o user data
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ValNESIomost common packet sizes 1

_: “Average Packet Size

IP Address Counts

Freguency of most common packet sizes




100,000

90,000

80,000

| Y

70,000

G0,000

—
c
=2
o
o
-
a
c
=
b=
L)
o
-
w

50,000

40,000 DoS
B Nommal
& DoS

76,000 77,000 72,000 79,000 80,000 81,000 82,000 23,000 24000 25,000 86,000

Seconds_into_day







“ | eI ] 110 @LIE lu",
W Univ -—Lw

-‘- -

_'('

. rJJ‘J‘ o We collect the required measurement
JJ"‘

* |ng Wit
INg Wit
INg Wit

1 data rates
1 volume

1 location

“s How do we store and access the data?
— Dealing with volume

¢ \What forms of processing should be used?
— To extract maximum value
— At the lowest cost
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® Access

— | .egal Agreements
— Acceptable use defined for all parties
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sstrtimenting a network

—— Developlng the mechanisms and algorithms
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— Makmg a Business case
= Upfront costs

— Savings on security/management/fault
detection/energy efficiency

— Overall Savings
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SINELWork Performance Measurement Reuse
seuldfanswer many: of the problems facing
sermmunication networks today.

- UST be holistic to achieve maximum
beneﬁts




