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2.  Introduction

The emergence of access management as a strategic requirement for the education 

have been organised, delivered and consumed within individual organisations. 

was generally possible to engineer  approaches that, while technically 

approaches. These included:

are necessary to support a broad range of activities, from serving web pages to 

delivering email.

and content to support “anywhere, anytime” education and research.

distributed users and/or infrastructure.

imposed by legislation relating to data protection, freedom of information and so 

forth.

The response by the organisations that support the education and research 

achievements include the International Grid Trust Federation, eduroam, the identity 

These successes, however, have yielded two substantial challenges:

1. 

their customers. However, these services use a variety of different security 

This technical redundancy imposes costs on those organisations that must 

must learn to use them.
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2. 

applications and services that cannot be used effectively between organisations 

organisational functionality imposes a tremendous opportunity cost by preventing 

operation.

There appears to be growing consensus that these issues are becoming increasingly 

acute. The purpose of this paper is to outline a  and global access 

management system that may comprehensively address these:

A , meaning that is an appropriate solution for a broad range of 

application and service technologies.

A , meaning that it is accessible and usable for diverse, geographically 

or otherwise, user and service provider communities.

This proposal is based on the ABFAB architecture and technology that is presently 

being standardised within the IETF and implemented by Project Moonshot, a 

JANET(UK)-led initiative in partnership with the GEANT project and others.

This paper focuses on articulating a vision for a common global access management 

system, and a proposed implementation strategy; it is not technical documentation. 

Technical architects and specialists that require more detailed information to evaluate 

discusses the deployment implications of this proposal.
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3.  Vision

This paper seeks the establishment of a common global access management system 

that is capable of supporting every service and application used by the education 

and research community.

Figure 1 below provides a high-level depiction of this vision.

Figure 1

The bottom layer represents the user groups that comprise the global education and 

research community. The top layer represents the services and applications that need 

to be accessed by these users. These service and applications may be operated by 

there is no distinction between intra- and inter-organisational operation.

Figure 2

The middle layer, illustrated in Figure 2 above, represents the access management 

infrastructure that mediates the users’ access to these services and applications. 

This infrastructure consists of brokers, which mediate  between users and 

services, and an interconnection fabric which mediates  between brokers.
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5.  Use-cases

(This section draws substantially upon the IETF document “Application 

 

http://tools.ietf.org/html/draft-ietf-abfab-usecases-00.)

These are:

1. 

2. Grid infrastructure

3. High performance computing

4. Web content and applications

Roaming network access

6. 

These use-cases have been selected for discussion in order to demonstrate the 

breadth and diversity of use-cases within the community and their requirements. 

Many other use-cases have also been discussed in other venues but have been 

providers. This is typically motivated by a desire to avoid management and operation 

of commodity services which, through economies of scale and so forth, can often be 

Many providers already provide web-based access using conventional authentication 

orchestrate the delivery of these services to their users.

Frequently, however, users will prefer to use desktop applications that do not use 

their services using non-Web protocols. However, the authentication mechanisms 

used by these protocols will typically require that the provider has access to the 
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6.  Conceptual model

This section describes a conceptual model for organising an ABFAB infrastructure 

for education and research. This model is depicted in Figure 3 below.

Figure 3

6.1  Identity Providers

 are organisations that maintain information about the identity of 

users and systems. Identity providers will typically be universities, schools and other 

 are organisations that consume information issued by identity 

likely to be both.

6.3  Brokers

Identity and service providers may often choose to connect to each other directly 

!"#$%&'$()(*(+((

•  ,&(-.#$#(/0-&1$(/'2(3'-#1/0%&'$(0/4-"1#(
-.#(1#5"31#6#'-$(&7(-.#("$#80/$#$9(

•  :7('&-;(<.=('&-9(



!

!

2B9!=%''%H#+A!>#&4@&&#%+!&;($;9>!H#;B!;B9!\K+;9$4%++94;^!&'#>9&Y!
!

! !

!

!

!
!
"._!*94(@&9!%=!4@$$9+;!C?(>D!4$9>9+;#('!8(+(A989+;!N$(4;#49&-!$9@&#+A!9Z#&;#+A!
#+=$(&;$@4;@$9!8(<!?9!(!N$%?'98!=%$!B#AB9$!(&&@$(+49!&9$)#49&Y!
RP_![9&-!=%$!&%89!@&9!4(&9&Y!*@;!4(8N@&9&!8(<!?9!H#''#+A!;%!8(,9!4B(+A9&!HB9$9!
;B9<!&99!;B9!$9f@#$989+;!=$%8!>9&#$(?'9!&9$)#49&Y!
:+,+%H+_!Q(+j;!A@($(+;99!9Z#&;#+A!#+=$(&;$@4;@$9!H#''!?9!;B9$9!#+!cFba!<9($&!;#89Y!!
RP_!/&!'%+A!(&!;B9!?@&#+9&&!#&!;B9$9-!(+>!;B9!*`*!(A$9989+;&-!;B(;j&!=#+9Y!
K+=$(&;$@4;@$9!4B(+A9&-!+%;B#+A!&;(+>&!&;#''Y!
:+,+%H+_!K+!8(+<!N'(49&!./"3!=9>9$(;#%+!(+>!9>@$%(8!=9>9$(;#%+&!($9!4%8N'9;9'<!
&9N($(;9Y!2B#&!4%@'>!4%8N'#4(;9!;B#+A&Y!
RP_![9&-!;B#&!(NN$%(4B!#&!9(&#9$!=%$!&%89!;B(+!%;B9$&Y!
QJ_!M#==9$9+;!3%/&!H#''!?9!+949&&($<Y!
6._!/'8%&;!?9<%+>!&4%N9!%=!&<&;98-!(&!'%+A!(&!;B9!N$%N%&9>!;94B+%'%A<!&@NN%$;&!
;B#&Y!
.P_![9&-!?@;!(!A%)9$+(+49!?%><!;%!9&;(?'#&B!N%'#4<!(+>!&@4B'#,9!8#AB;!('&%!?9!
+949&&($#'<!(!N($;!%=!;B#&Y!
!
RP!8%)9>!%+;%!;B9!\*$%,9$^!&'#>9&Y!
!

!"#$#%&'()*$+&*&,-./#,(

!"#$%&'""$&#(

A Proposal for A Common Global Access Management System for Education & Research

19

© The JNT Association 2011

7.  Proposed implementation

This section outlines the work required to implement the organisation described in the 

previous section. This outline is primarily intended to provoke and inform discussion; 

it is likely that there are other strategies, and the community is encouraged to propose 

them.

the basis of the connection infrastructure between identity and service providers. A 

supports the global eduroam service but could be used to support ABFAB without 

typically nationally organised, with the national research and education network 

a broker, using the nomenclature of the previous section. The interconnect, in this 

Although this infrastructure is essentially ready for an ABFAB-based system, some 

effort is nonetheless required to place the system on solid foundations. This work 

consists of the following:

!" How:

policies as a starting point, create a clean separation between the governance 

of eduroam (as an application of the interconnect) and the governance of the 

It is recommended that this new body is organised within a capable umbrella 

!" Who: 

!"  November 2011.
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!" How:

that addresses both network and application access management.

!" Who: The governance body, brokers, and other interested communities and 

stakeholders.

!" April 2012.

The brokers, at least initially, would probably be largely represented by eduroam’s 

national research and education networks. However, other bodies could assume 

the role of broker for non-eduroam applications for a particular constituency. 

brokers 

!" How: 

A substantial majority of education and research identity federations are also 

both network and applications access management, for their customers.

!" Who: any broker that wishes to participate.

!" prior to any operational changes.

necessary.

!" How: determined by results of the policy analysis.

!" Who: the broker, probably in co-ordination with their customers and user 

communities.

!" prior to connection to the interconnect.
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Identity Providers will need to:

!" How: 

!" Who: all providers, probably with the guidance of their broker.

!"  prior to any changes to operational practices.

!" How: determined by results of the policy analysis.

!" Who: all providers that intend to participate.

!"  prior to connection to their broker.

!" How:

information).

!" Who: any provider that intends to participate, probably with the guidance of 

their broker.

!"  prior to any operational use.
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8.  Recommendations & roadmap

This paper proposes the following recommendations. These are principally directed 

at those stakeholders with a responsibility for organising and delivering access 

management services, and those that consume them.

1. The research and education community should seek to establish a common 

global access management system, based on the ABFAB technology, and 

develop a roadmap to achieve this goal. An outline roadmap is proposed in 

section 8.1 below.

2. Those stakeholders with a direct interest in access management should, given the 

strong possibility that the technology will be deployed within their constituencies 

in the near future, actively consider a strategy for managing this.

8.1  Roadmap

1. 

2. Establish a mailing list to obtain feedback, and for general discussion of the 

proposal.

3. 

4. 

6. 

There is no Internet presence for this proposal at present; the manner in which 

this proposal is taken forwards – if at all – is a matter for the community. However, 

a temporary mailing list has been created to support co-ordination in the interim. 

Parties who are interested in tracking and discussing this proposal are encouraged 

to subscribe to cgams-announce@jiscmail.ac.uk at http://www.jiscmail.ac.uk.
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