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This list is not believed to be entirely complete. SW and BG left the BoF early owing to travel plans.

Background

The goal of this BoF was to discuss the paper by JH titled “A Proposal for a Common Global Access
Management System for Education & Research”, with the intent of establishing the level of interest

within the TERENA community. This paper can be found at the following URL:

http://webmedia.company.ja.net/edlabblogs/developmenteye/2011/05/10/proposal-for-a-
common-global-access-management-system/

The slides that were presented by JH during this meeting can be found at the back of these minutes;
thumbnails of these slides are provided throughout the text as a convenience to the reader. Parties
that are interested in following this work are encouraged to subscribe to cgams-
announce@jiscmail.ac.uk.




A Proposal for a
Common Global Access
Management System

for Education & Research

TERENA Networking Conference 2011, Prague.

JH welcomed the BoF and asked how many attendees had read the proposal.
Approximately %3 of the attendees indicated that they had.

JH stressed that this was not a talk about the Moonshot technology, but the possible
application of the technology to establish an access management system. The goal of
the BoF was to establish whether there the community had any interest in exploring
this further.

JH postulated that the success of eduroam largely owes itself to the emphasis on
establishing international collaboration on a common operational infrastructure
and policies from the very start. Achieving a similar level of integration of identity
federations, in systems such as eduGAIN, has proved much harder because the
identity federations spent a long time evolving in isolation, often adapting to
particular national requirements that are not matched elsewhere. JH claimed that
following the eduroam model of building consensus internationally is a desirable
first step.

JH walked through the “Introduction” section of the slide-set.
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A common & global system Questions 1 & 2

* Does the community require a common
and global access management system?

¢ If not, why?

JH posed the following questions to the BoF.

Q1 - Does the community require a common global access management system?

Yes - 20
No-2
Abstain - 6

Q2 - If not, why not?

CP: It is necessary to contrast this proposal with other existing technologies (e.g.
SAML & eduroam) and understand how this fits into that landscape before it's
possible to answer that question.



HH: How this compares or relates with other technologies is not the point of the
question. The question is at a higher level - is there actually a need or not? If there
is, we can consider the technology options that might enable this (such as those
mentioned).

SW: SAML & RADIUS federation together don't solve all problems. A single trust
fabric that solved a range of federation problems is a desirable goal.

CP: Does system mean service?
JH: Yes

CP: Who gets to run it?

JH: We get to that later.

DK: Does this include both authentication and authorization?
JH: Yes.

JH walked through the “Vision” section of the slide-set.
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JH posed the following questions to the BoF.

Q3 - Does this vision resonate as a reasonable high-level framework for thinking about
a common and global access management system?

Yes or abstain: 28

No: 0



Q4 - If not, why not?
BG: It's too general to be particularly useful at the moment.

TW: It looks similar to what we tried to do in GN2 with bridging elements.

JH: Need to be careful to distinguish between the conceptualisation versus the
implementation. The “Vision” diagram is not a technical model.

SW: Previous efforts to integrate RADIUS and SAML systems as in GN2 have been
fiddling at the edges; this provides a more comprehensive approach.

SM: You're missing standards, audit, compliance of such a system, etc. None of this is
technology specific.

JH: This is essential and probably represents the majority of the work that needs
doing, although we can probably re-use many existing standards and policies; it’s
not been forgotten, more on this later.

Unknown: Services see a single abstract layer due to brokers. How much do services
have to rely on the integrity of the entire layer (with full amount of brokers and
entities) to make reasonable decisions?

JH: You have to strike a balance of technical management of trust and business
management of trust. We already have this problem in existing AMS; it’s inherent in
any federated system.

CP: Does the vision imply a fully meshed environment? If not, what does vision say
about how things are connected?

JH: The system should ideally support any topology, in whatever way the
requirements dictate. Could be full mesh but unlikely.

JH walked through the “Use-cases” section of the slide-set.

Use cases

. Cloud services
Use cases . Grid infrastructure

. High performance computing
. Web content and applications

. Roaming network access
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. Multi-domain network management and configuration




Questions 5 & 6

* Are these use-cases adequately
representative of the community’s
requirements?

* If not, why?

JH noted that a comprehensive discussion of these would consume substantial time,
and so the list of use-cases (presented in the slide-set) is for illustrative purposes
only; the CGAMS paper contains more detail.

JH posed the following questions to the BoF:

Q5 - Are these use-cases adequately representative of the community’s requirements?
General reluctance to cast votes; consensus appeared to be that there wasn’t
sufficient information.

Q6 - If not, why not?

Unknown: Mobility (mobile devices) could be useful.

Unknown: Also emerging technologies.

Unknown: Some seem more technologies than use cases...

BG: Complex environment, cross relationships between (e.g. multiple affiliations).
Claim to solve but skated over how in the web use-case.

JH: Yes, additional clarity and detail is needed; this has been mentioned previously.

Unknown: - Also need a solution to (as defined by Sam) access management system
administration (not just making decision but managing policy about who can do

what, shared contacts, etc).

JH walked through the “Conceptual Model” section of the slide-set.



Actors

* Identity providers — sources of information for access
management decisions.

Conce ptu al model * Service providers — consumers of identity information,

to make access management decisions.

* Brokers — create clubs of identity and service providers,
facilitating the transfer of useful identity information.

* Inter-connect — creates a network of brokers, which
facilitates the scalability of the system.

Questions 7 & 8

Do these actors and interactions capture
the requirements of the use-cases?

* If not, why not?

SM: There may also be a requirement for a "gateway" actor that decreases the
complexity of connecting sets of brokers together.

SH: Queried this requirement; not clear what a gateway does that is different from a
broker?

Unknown: We should map eduroam and SAML federations to this general model, to
testit.

JH: Need to consider these actors in their most general sense, not in specific
technical senses (e.g., SAML) that we may be more familiar with. In this discussion
we are still at the business level, not the protocol level.

JH posed the following questions to the BoF:
Q7 - Do these actors and interactions capture the requirements of the use-cases?
General reluctance to cast votes because of insufficient information on the

use-cases.

Q8 - If not, why not?
As above, insufficient information.

JH walked through the “Proposed Implementation” section of the slide-set.



The following discussion started with the “Interconnect” slides.
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MS: Because of current (bad) credential management practices, reusing existing
infrastructure may be a problem for higher assurance services.

JH: Yes, for some use cases. But campuses may be willing to make changes where
they see the requirement from desirable services.

Unknown: Can't guarantee existing infrastructure will be there in 5-10 years time.
JH: As long as the business is there, and the B2B agreements, that's fine.
Infrastructure changes, nothing stands still.

Unknown: In many places SAML federation and eduroam federations are completely
separate. This could complicate things.

JH: Yes, this approach is easier for some than others.

CP: Different LoAs will be necessary.

RS: Almost beyond scope of system, as long as the proposed technology supports
this.

SH: Yes, but a governance body to establish policy and suchlike might also be
necessarily a part of this.

JH moved onto the “Broker” slides.
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o How: determined by results of the policy analysis.

o Who: the broker, probably in co-ordination with their customers and user

communities.

o Due: prior to connection to the interconnect.

CP: Who could be brokers? Governments? School boards? Anyone?

JH: Yes. Likely to be community based, but interconnect should be able to connect
these communities. Should be able to discriminate between actors in system based
on policy.

CP: There will be a price for autonomy - if anyone can be a broker. Federation
operators can bring aggregation to the picture and help reduce this "price".

JH: Different communities may have different policies, including about connectivity.

JH moved onto the “IdPs and SPs” slide.

Questions 9 & 10

* Is this implementation approach
reasonable?

¢ If not, why not?

ABFAB-conformant software (see Appendix Il for more

information).
Who: any provider that intends to participate, probably with the guidance of
their broke

o Due: prior to any operational use.

CP: Stewardship of this ecosystem is going to be responsibility of whom?



JH: Good question.

SH: Steward per "club"/community

CP: So there is no global stewardship, like the internet. Will be driven by economics
- do I set up links directly or go through a broker?

JH: Definitely need a steward for each community. Open question as to whether the
interconnect has/needs one.

Unknown: Potential problem if assuming one interconnect will emerge. We assumed
that would happen with PKI.

JH posed the following questions to the BoF:

Q9 - Is this implementation approach reasonable?

CP: Do we have sufficient clarity to answer this question given the overall vision is
still vague?

KO: Not sure we understand the question enough to be able to answer.

There following some discussion about the question - it was agreed to narrow it
down to "as an initial direction".

Yes - 23

No-0

Abstain - 3
Q10 - If not, why not?

No responses.

JH walked through the “Proposed Roadmap” section of the slide-set.

Proposed Roadmap Questions 11 & 12

* |s this roadmap reasonable?

. Solicit feedback to this proposal

N

Establish a mailing list to obtain feedback, and for general discussion of the

proposa o |If not, Why not?

. Create a wiki to collect and structure the f

@

ack.

[SIES

JH: Suggest we have a repeat of this meeting in 6-9 months to see if we've made
progress in between; focus on getting some initial stakes in the ground.



CP: Also need to use feedback from today to refine roadmap, increase clarity on
existing stuff (especially including use cases), etc.

JH: Do we need a mailing list?

Room: General agreement.

JH: Do we need a shared space like a wiki?

Room: General agreement.

JH: Next meeting in about 6-8 months somewhere?

Room: General agreement.

JH thanked the BoF for their participation.



