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2.  Locating Systems
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6.  Q & A
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SNMP is Simple

Manager Agent
UDP/161

Get, GetBulk, Set

Response



“Net-SNMP”

•  Manager (client) and Agent (server) applications

•  CLI tools for testing on Unix/Linux/Windows

•  MIB-2 (RFC1213) defines basic support in all Agents

•  Device OS, Model, Location, Description

$> snmpget -c public 172.16.20.254 sysLocation.0
SNMPv2-MIB::sysLocation.0 = STRING: My Data Centre



Netdisco Inventory



Netdisco Device Ports



SNMP Tables

ifTable (Interfaces Table)

.1.3.6.1.2.1.2.2.1.2.3

ifIndex ifDescr(2) ifSpeed(5) ifOperStatus(8) ifInOctets(10) ifInErrors(14)

1 ATM0/0/0 1024000 up 0 0

2 FastEthernet0/0 100000000 up 1762445913 9

3 FastEthernet0/1 100000000 down 84230759 0

4 Dialer1 1024000 up 2592322451 0

ifIndex ifDescr(2) ifSpeed(5) ifOperStatus(8) ifInOctets(10) ifInErrors(14)

1 ATM0/0/0 1024000 up 0 0

2 FastEthernet0/0 100000000 up 1762445913 9

3 FastEthernet0/1 100000000 down 84230759 0

4 Dialer1 1024000 up 2592322451 0

OID ➡️



SNMP GetBulk for Tables

Manager Agent
UDP/161

Get, GetBulk, Set

Response

.1.3.6.1.2.1.2.2.1



Netdisco Half Duplex Ports Report



Locating Systems
On Your Network



Forwarding Tables

IP MAC
192.0.2.1 00:11:22:33:44:aa
192.0.2.2 00:11:22:33:44:bb
192.0.2.3 00:11:22:33:44:cc
192.0.2.4 00:11:22:33:44:dd

MAC Port
00:11:22:33:44:aa Fa0/1
00:11:22:33:44:bb Fa0/2
00:11:22:33:44:cc Fa0/1
00:11:22:33:44:dd Fa0/2



Netdisco Node Search



Netdisco Subnet Utilization Report



SNMP Set



SNMP Set

Manager Agent
UDP/161

Get, GetBulk, Set
ifIndex, property, value



Netdisco Port Control



Network Topology



Neighbour Protocols

•  LLDP - Link Layer Discovery Protocol (CDP, FDP)

•  Periodic announcement of device + port + capabilities

•  Enable this everywhere except your border/edge ports

•  Good for troubleshooting in many situations

•  SNMP: just another port-based table (lldpRemTable)



Netdisco Topology Map



More Reports From SNMP
•  Inventory by Location, Model, OS…

•  PoE Status (ports/mW available/used)

•  Ports with multiple Nodes

•  Nodes with multiple IPs

•  Duplex mismatches between devices

•  IP Inventory (next available IP)

•  VLAN Inventory

•  Access Point Channel/Client/SSID Inventory



Health and
Performance



Observium

•  Auto-discovering

•  Traffic, Errors, CPU Load, Temperature, etc

•  Simple to use and manage



Observium



DISMAN-PING-MIB (Distributed Management)

ICMP Echo

SNMP Set ICMP Echo

Default
Route

Monitor reachability of next-hops otherwise not visible from 
SmokePing server (e.g. due to routing).

?



Review

1.  Network Inventory

2.  Locating Systems

3.  Port Control

4.  Network Topology
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6.  Q & A
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Q & A

Cavemen - http://www.flickr.com/photos/yaketyyakyak/
Computer Stencil - https://www.iconfinder.com/iconsets/streamline-icon-set-free-pack
Server Stencil - https://www.iconfinder.com/iconsets/picol-vector
Padlock - http://www.flickr.com/photos/carbonnyc/
Supreme Being - https://www.flickr.com/photos/waitingfortheword/
Treasure Map - https://www.flickr.com/photos/angelic0devil6/
Houses - https://www.flickr.com/photos/zouny/
Orange Car - https://www.flickr.com/photos/aloha75/
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Useful SNMP Resources
•  Cisco Object Navigator"

http://tools.cisco.com/Support/SNMP/do/BrowseOID.do

•  Net-SNMP"
http://www.net-snmp.org/

•  Netdisco"
https://metacpan.org/pod/App::Netdisco

•  SNMP::Info"
https://metacpan.org/pod/SNMP::Info

•  Observium"
http://www.observium.org/

•  SmokePing"
http://oss.oetiker.ch/smokeping/
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Bonus Material



SNMP�
Security



SNMP Security

•  v1 and v2c use community shared key (“public”)

•  NB this is not a shared secret!

•  v3 adds users, authentication, encryption

•  All devices usually permit read-only v2c with “public”

•  Hassle to configure v3, but worth doing once


